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> Security ISMS ISO/IEC 27001/27002
> Privacy PIMS ISO/IEC 27701

> Sector Specific :
» Telecom ISO/IEC 27011
» Healthcare ISO/IEC 27799
* Cloud ISO/IEC 27017

> loT
« ISO/IEC 27030 Guideline for security and privacy in loT
« ISO/IEC 30141 IoT Reference Architecture (IoT RA)
» ISO/IEC 31700 Privacy by design for consumer goods and service
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Defense In depth

Physical Security » Policies and procedures: risk management, Incident-response, audit...

Network Security » Physical security: ID cards, CCTV, fences, barriers, fingerprints...

Host Security » Network security (corporate + ICS): Firewall, IDS/IPS...

Application and
data security

» Host security: Restricted services, dynamic whitelisting...

» Application and data security: Timely patching, encryption...
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